@Congress of the nited States
Hashinoton, BE 20515

March 4, 2021

The Honorable Rebecca Kelly Slaughter
Acting Chair

Federal Trade Commission

600 Pennsylvania Ave NW

Washington, D.C. 20580

Dear Acting Chair Slaughter,

We write in support of the Federal Trade Commission (FTC) using its full existing authorities to
protect personal health data. Specifically, we urge the FTC to take enforcement action against
menstruation-tracking mobile apps that violate the Health Breach Notification Rule or other
applicable regulations. The FTC must fulfill its mandate from Congress to protect Americans
from bad actors who betray their trust and misuse their personal health data.

The Health Breach Notification Rule implements Section 13407 of the American Recovery and
Reinvestment Act of 2009 (P.L. 111-5) and addresses privacy issues related to personal health
records, including many menstruation-tracking mobile apps.' The rule requires personal health
record vendors to promptly notify users if an entity has acquired their identifiable health
information without their authorization.> The vendor must also notify the FTC, and, in the event
of a large breach, notify local media outlets if a threshold number of consumers are impacted in a
particular geographical area. The Health Breach Notification Rule has been in force for more
than ten years, and during that time, the tech industry has spawned dozens of popular
menstruation-trackers and other mobile health apps.? However, despite several high-profile cases
of period-tracking apps disclosing personal health information to third parties without their
users’ authorization, the FTC has never taken any enforcement actions related to the Health
Breach Notification Rule.*

For example, a 2019 Wall Street Journal investigation uncovered that the mobile app Flo was
inappropriately sharing users’ personal health data.® Flo is a menstruation-tracking app that
purports to give its users the “most precise Al-based period and ovulation predictions.”® The app
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repeatedly promised users that it would safeguard their personal health information and would
not share their data with any third parties.” Accordingly, millions of individuals inputted highly
personal information, including data regarding their menstruation cycles and pregnancy status.
Meanwhile, Flo was in fact sharing this data with numerous third parties, including Big Tech
firms such as Facebook and Google, without ever notifying its customers.® While the FTC
recently filed a complaint against Flo that cites various privacy violations and other deceptive
practices, the complaint does not address the possibility that Flo violated the Health Breach
Notification Rule.’

While the Flo case is a prominent recent example, there have been numerous instances of
menstruation-tracking mobile apps improperly sharing their users’ data.'® Last year, the
Washington Post reported that the Premom fertility app for Android was sharing users’ data with
several companies without their consent.!! In 2019, the non-profit organization Privacy
International published an investigation that found that another period-tracking app began
sending data to Facebook before users could view their privacy policy, let alone agree to it.!?

We believe that, when similar cases as described above arise in the future, the FTC should
enforce all applicable regulations. In doing so, the FTC would send a clear message that it is no
longer acceptable for mobile health apps to improperly divulge users’ data. Stronger enforcement
would be especially impactful in the case of period-tracking apps, which manage data that is both
deeply personal and highly valuable to advertisers.'> Looking ahead, we encourage you to use all
of the tools at your disposal, including the Health Breach Notification Rule, to protect women
and all menstruating people from mobile apps that exploit their personal data.

Thank you for your consideration of this critical and timely issue.

Sincerely,

. 5 / . "
Robert Menendez Bonnie Watson Coleman Mikie Sherrill
United States Senator Member of Congress Member of Congress
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